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AGENDA

Who is ACSI - Introduction - Myself
Shared Service agreement & group solutioning

Data
Define Data - What is it? Where is it?

Physical Security @ ACS I

Human Error - New to industry in records management
90% of data leaks involve employees

SECURING NETWORKS

Proposing two of our partners for solutioning today
Benefits of a consulting approach to customer engagement
Data Sentinel - Canadian-based consultative approach

Varonis - leading enterprise - solutions Co-pilot and partnered
with Microsoft.
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ABOUT ACSI

TVILN3IAIdANOD

Founded in 2002, with headguarters located in Calgary, serving clients across North America. A
one-stop shop for your organization’s IT & cybersecurity needs

@ ACSI’s team brings 20+ years of Enterprise & End User experience to IT & Data Security
problems

Proven Services Offerings - Customized IT Infrastructure services , Cyber Security, MSP Services,
EDR/MDR & 24/7 SIEM/SOC, Data Governance

Our customers include Government, Education & Crown Corporations along with Mid &
Enterprise Class Critical Infrastructure organizations, aboriginal organizations and
networks.
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>0) ACSI’s localized Teams possess industry leading Certifications

and strategic alignment with select solution technology Partners




OUR SERVICES

NETWORKING

NETWORK
IMPLEMENTATION
SERVICES

Comprehensive IT solutions and
expert support to optimize your
business operations and drive
growth in the digital landscape

CYBER
ADVISORY

We help business leaders
develop a cybersecurity program
aligned with the organization's
strategic business objectives
and risk appetite.

CYBER SECURITY

CYBER
IMPLEMENTATION

We leverage battle-tested
experience, knowledge, and
technologies to provide you with

the best cybersecurity solutions.
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CYBER
MANAGED SERVICES

We help organizations address
growing gaps in their ongoing
cyber defenses by delivering a
broad range of cybersecurity
services as managed services.
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PROTECT & OPTIMIZE

WHAT MATTERS MOST

* Network Assessment

* Network Design

* Network Optimization

* Network Implementation
e Technical Forensics

CYBER

ADVISORY

* Board Advisory

e Cyber Strategy & Roadmap
Dev

* Cybersecurity Posture
Assessment

e Privacy Risk Management

e Compliance Readiness
Assessment

e Supplier Risk
Management

e Cyber Insurance Advisory

CYBER

IMPLEMENTATION

* Governance, Risk &
Compliance

¢ Penetration Testing

e Vulnerability Assessment
e Cloud Security

e Endpoint Protection

e Network Protection

¢ DevSecOps

e [dentity & Privilege Access
Management

CYBER
MANAGED SERVICES/

DATA GOVERNANCE

* vCISO
* Cyber Awareness Training
* Exposure Management

* Security Operations
Center

* Cyber Threat Intelligence

Governance:

* Risk Assessments
» Consultancy

* Implementation
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DATA SENTINEL - EMPLOYEE ADRIENNE MORRISON CURRENTLY WORKING ON A NUNAVUT -
ARCTIC COLLEGE DELIVERY AND ASSESSMENT OF DATA POLICY, RULES AND BUILDING OUT A
PLAN.

EXTENSIVE FIRST NATIONS EXPERIENCE ON SERVICES AND PROJECT DELIVERY.
BEST RESOURCE: HTTPS://FNIGC.CA/ DEVELOPED THE OCAP PRINCIPLES FOR INFORMATION
GOVERNANCE.

BC RESOURCE RELEVANT FOR ALL FN’S:
HTTPS://WWW.BCFNDGI.COVM/BCNDGI

AN INFORMATION/RECORDS MANAGER SPECIALIZING IN CREATIVE INFORMATION MANAGEMENT AND INFORMATION GOVERNANCE SOLUTIONS,
DATA MANAGEMENT, POLICY DEVELOPMENT, RECORDS PROGRAM BUILDING AND IMPLEMENTATION, TRAINING AND EDUCATION AND SCALABLE
RECORDS MANAGEMENT STRATEGIES. SHE ESTABLISHED THE RECORDS MANAGEMENT PROGRAM FOR TSLEIL-WAUTUTH NATION. AS AN
INFORMATION MANAGEMENT CONSULTANT, SHE WORKS WITH ORGANIZATIONS TO ANALYZE AND DEVELOP SOLUTIONS AND STRATEGIES FOR
IMPLEMENTING A RECORDS MANAGEMENT PROGRAM, FROM THE FOUNDATIONS TO SPECIAL PROJECTS. THROUGH HER WORK WITH INDIGENOUS
ORGANIZATIONS AND FIRST NATIONS, SHE HAS PROMOTED RECORDS MANAGEMENT DEVELOPMENT AT ANY CAPACITY.

7) ACSI
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https://fnigc.ca/
https://www.bcfndgi.com/bcndgi

DATA IS THE SUBJECT - HOWEVER Al MUST BE INCLUDED

Highly recommend joining the Cyber Alberta Community of Interest - It’s free and they meet monthly for 90
minutes. Just completed the first in person event last week.

Also starting a “cyber” specific toastmaster chapter — can look at including the NIITA group in the future.

7) ACSI
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Our goal is not to implement Data Governance, Data Quality
Or Data Privacy...

Our goal is to identify where we can help you mitigate data risk and realize
more value from your data assets.

7) ACSI

SECURING NETWORKS



Common Outcomes

Reduced corporate risk associated with data privacy exposures

Reduced costs related to data issues (remediation and exception processing)
Reallocated knowledge resources to higher value activities

Establish Data policies, controls, procedures, remediation and culture that facilitate continuous improvement in the
value realized from your data assets

Organizational structure to manage on-going Data Privacy program

Initiated culture shift toward more effectively managing data as a valuable corporate asset



Approach

Establish methods to monitor the Data program impact on business KPI's (e.g., improved data trust, reduced data
redundancy, reduced ROT data, more timely availability of high-quality data)

|dentify people, processes, and data associated with the exceptions and the business processes to remediate data
and process issues

Apply our cutting-edge technology with our data privacy and data quality scanning output to address pressing
business needs

Initiate a cultural shift toward embracing the value and risk of the organizations data

Communication/Celebration of our data successes and associated business value

11



Data Governance - Framework

Example DG capabilities are Guided & Supported by the
rovided below: oo% Data Governance Council
: i o
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® Serve business & e,

« ® * Data Accountability, operational functions Enable effective ® ® o
Stakeholders, as a company asset. utilization of data,
Owners identified. Dat Provide significant people, and technical
a decision-making value & be a assets
: : . processes & competitive Support and S able
Provide client Mission empowerment differentiator people, data, &

processes to produce
value for the company
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Data Custodian/ Data Quality pata Scanning/ Mitigate Data pata Inventory/ Data Procedures for Data patg policies DG Comm. Single source DG Master/ Metrics,
Ownership Analysis &  gensitive Data  Risk (Data  Holdings (What  Dictionary Access/  (Privacy, Quality, Strategy (Cultureof Truth -Data  Operational ~ Reference DataDashboard Data
(Accountability) ~ Monitoring  Cjassification Privacy & do we have?), (Data Curation/ Security, Change toward Curation & Model Management  Monitoring
DSAR and what’s Literacy) Sharing Retention...) Data Excellence) Data
Request most critical? Preparation
Processing
DPA, DPO,

ROPA...)

DATA
@ SENTINEL



DATA GOVERNANCE COUNCIL

Grouping of Data Assets/Functions for (Marie) (V) we need a starting point.
Decision-Making & Accountability

Data Management
Specialist
DM Council-Chair Ron (NV)

Melanie (V)

The names listed are for example purposes only

Champion-IT Champ|on
Greg (V) Applloatlons
Dawn (V

h D I
Champion- Flnance Champion-T&C Champion- Marketmg e agf;?ggy'g'ta
Clay (V Andrea (V) Isabelle (V S

DATA
SENTINEL



GUIDING PRINCIPLES

Following Guiding Principles is vital to the success of Data Governance

Data is a company asset - It will be managed according to the
prescribed governance policies.

Data is identified and classified - Information stored

by the company will be identified and classified

according to its sensitivity and content. This classification will determine
how the information will be used

and governed.

Data is a sharable resource - Data Assets shall be available for all
legitimate and approved needs of the company.

Individuals are Responsible for Data Assets - There is an individual
accountable for the appropriate management and governance of each
information asset.

Data users are identified and responsible - An individual will be
identified and be responsible for each access and change they make to

information.

Data is protected - data is secured from unauthorized access and use.

Data users are responsible - each user is responsible
for safeguarding the data under they have access to and use.

Decision makers use appropriate data - Decision makers
are responsible for ensuring they are using information of appropriate
quality and integrity for their work.

Data is kept only as long as it is needed - Information is disposed of
appropriately when it is no longer needed for the purposes in which it
was collected.

Data quality is everyone’s responsibility - Information
is validated, and where necessary, it is corrected and
made complete.

Data is managed in a cost-effective manner - This is achieved through
a well-defined data architecture that follows policies, standards, and
best practices.

Data and analytics will be used only for approved,

ethical purposes - Each new use of data for analytics will be
reviewed by the DGC to ensure it adheres to policies and is used
ethically, legally, and will not negatively impact the organization.



Data The following Data Governance

Governance Implementation Roadmap Plan provides a
stepwise approach for data remediation

Roadmap based upon the scan and profiling output

Plan




KEY ACTIVITIES & TIMELINE

Next Steps (the DGC will determine objectives & priorities)

Ramp-Up

Initiation

Set Up

Data Privacy, Data Quality, & Data Governance Rollout Phases

Design & Execution

Policies, Standards &
Business Impact

Stewardship &
Assurance

Data Monitoring &
Remediation

Conduct Data
Governance
Framework
Overview

Identify Data
Champions(s), Data
Custodians, and Key
Stakeholders

Identify DGC

Members & Roles (if
not already in

place)

Review & Document
current Data quality

& Data Privacy

Issues & Risks

Finalize Data
Governance Council
(DGC) Structure,
Operations, Roles &
Responsibilities, as well
as DGC meeting
cadence

Design Data Issue
Intake & Remediation
Processes

Obtain consensus from
DGC regarding DP/DQ
issues to be addressed
w/prioritizations

Solution Scope, Success
Criteria, and Exclusions

Confirm Use Case,
Success Criteria, &
required Data Source(s)

Perform Data Sentinel
data scans to Identify,
Profile, & Analyze Critical
Data Elements

Validate Analysis Results
with DGC, Stewards,
SME's & Data Custodians

Complete Data Issue
Intake Form and present
to DGC forreview and
approval

Initiate Remediation
Processes with DGC

Monitor & Measure
Remediation Business
Impacts

Assist with DG/DP Policies,

Controls, Procedures &
Remediation Guidelines

Define KPIs and KPI
Capture Processes

Begin rollout of DP & DG
Operational Processes

Communicate Business
Impact from DP & DG
efforts

Define DP Rules
(Triggers & Thresholds)

Rollout Data Intake
processes for Data
Privacy Remediation
Processes
(remediation activities
must be logged)

Monitor DP & DG KPI's,

communicate &
celebrate positive
business impact

Rollout Automated
DP & DG dashboard

Publish DG
Communication
Newsletter

Monitor and Report
on KPI's & Business
Impact

Sustain Data
Custodianship and
Stewardship

lterate the Steps for
each data domain



Fl“dlngs and The following findings are from the Data

Remediation Sentinel Discover, Scan, and Classify
processes. We need actionable data issues to

Process apply Data Governance Processes




FINDINGS TO DATE

File Server Group - 11.7mm restricted records with many SIN’s and SSN'’s
File Server GroupRCIl - ~1mm SIN’s, and 13k SSN’s

File Server Shared - 940,598 restricted records

File Server SalesForce — 100’s of SIN’s, 1000’s of Passports

File Server MTLFSO1 - 100’s of SIN’s, 100’s Bank Accts, 800 Passports
File Server GroupITG - ~800k Restricted records

File Server GroupHR - ~100k Restricted records

File Server First Nations - 2000 Restricted records

NGO EWNE

The Data Sentinel Scan, Classify, and Publish processes continue running, and the counts
continue to grow



DATA REMEDIATION STEPS

Perform DQ/DP o -
Produces results AeaEsETER: 6F Conduct Verification Conduct preliminary

Data Sent'irlel o1 s vl G Profiling & that all in-scope data assessment and
DQ/DP Profiling & further analysis & g has been profiled & complete Draft DQ/DP

Scanning S Slgannlltng scanned. Intake Form
esults

Exit Change Exit Change
Management Management
and go to next DGC member
DQ/DP Issue leads
investigation
with support
Is there Data from Data Enter Backlog & File

to be Champions and the DQ Intake Form
SMEs

Remediated
? Remediation
Actions

Create Approved?

Remediation Exit Change
Case & Actions Management

DGC Approve &
Select Data to be DGC Council Allocate funding
Remediated Operations S -

File the DQ Intake
Form

(cyclic,
investigation)
Execute Update Data
Remediation Policy(s) as
Processes needed

DATA

SENTINEL




DGC Approve &
Allocate funding
& resources

Form

Data Intake

J

Data Issue Intake Process
Confirm Intake form is
complete & accurate
Confirm observations
around data anomalies

Data Custodian / SMEs to
assist with further data
analysis

Data Governance Council

Engage Data

Stewardship Team
Members

()

Execute Remediation / Fixes

()

/Identify Root Cause\

« Identify source
systems/processes
(Externally
imported, User data
Entry error, Legacy
process, RoT data...)

* Assess data flow
and impacted
systems (context)

* Ensure DQ issue
intake form is
complete &
accurate

* Conduct DQ
Investigation & DQ
anomalies

Dt

= =

K Investigate Root \

Cause

Investigate Root
Cause(s)
Consult DQ/DP
Policy and DGC
¢ Assess
remediation
alternatives
* Communicate
process changes
with internal
team(s) / DGC as
needed
¢ Assess Business
Impact if
resolved/not
resolved

Fix Root Cause

Estimate the cost of
performing
remediation
activities

Review Data
Retention &
Destruction Policy
Consult data SME’s,
Users, DGC, and
Stakeholders (as
needed)

DGC to vote
(accept/reject) and
allocate sufficient
resources to
complete
remediation

Use appropriate fix
technique (batch fix,
manual fix

()
( Remediation/ \

¢ Confirm fixes are
complete with no
negative impacts

* Confirm positive
business impact
(quantify as much as

N possible)

. + Create/Update

H/ Monitoring rules to
ensure acceptable
DQ thresholds

¢ Update DQ Intake
Form with business
impact information

Execute Data Stewardship Processes

L)

/ Monitoring Processes

* Introduce/Update DQ
Rules and processes to
monitor for threshold
violations

¢ Introduce Manual
inspections and
processes (if needed)
to monitor for re-
occurrence

* Create/Update
Monitoring rules &
confirm with DGC,
SME’s, Data Owner,
and Stakeholders

R

()

()

L)

Develop Policy
Educate & Inform
DGC and Business
Units/Users of DQ
impacts
Educate on DM
Practice/Process
Create/Update DQ
Policy (DGC)
Obtain acceptance
from DGC/Sr
Leadership
Communicate the
Policy and
associated
expectations for all
data users &

consumers

N

Ensure Proper
Terms & Definitions
* |dentify existing
artifacts /
repositories
containing terms
and definitions

¢ Confirm the data
. content & the
‘./ term/definition

align with the
data

* Assign Data
Owner for DQ
processes &
Rules (DGC)

D

\

D

\

Business Impact
Define DQ
Metrics (high-
impact)

Obtain Metrics
approval by DGC
Implement
Metrics Process &
Monitor
Review metrics
monthly w/DGC,
and quarterly
w/exec.
Leadership
Communicate
company-wide
semi-annually

D

DATA

SENTINEL

DQ Enhancement

* |dentify DQ root causes & remediate

* Establish long-term solutions for more
effective data usage and value

Business Impact

* Operational Efficiencies

* Reduced Exception Processing
* Reduced customer wait times




EXECUTIVE LEADERSHIP

The primary roles of Executive Leadership is to communicate corporate Vision/Mission to ensure proper Meetings Research Implementation
alignment of all Data Governance efforts and set the tone and commitment for company-wide support
and participation. Finally, the executive leadership role provides guidance on corporate strategic

objectives and capabilities needed to support the objectives. As-Needed 0 0

Capabilities Involved with

1. Provide leadership - Data Accountability

 Communicate corporate Vision/Mission to ensure proper alignhment of all Data Data Inventory/ Holdings
Governance efforts

* Set the tone and commitment that drives company-wide support and participation Data Privacy
+ Provide guidance regarding corporate strategic objectives and capabilities needed to Single Source of Truth
support the objectives Data mﬁm&m
Data Quality
Communication Strategy

. FaweAMs

Occasional attendance at Data Governance Council Meetings to gain insight and status on progress and successes
Provide Semi-Annual communication comments regarding the importance of data assets and the Data Governance efforts
When necessary, participate in critical, high-impact data risk related matters

Interact with data privacy/legal compliance team to ensure sufficient attention is given to data privacy needs

PONPE

DATA
SENTINEL



DATA TECHNICIAN (CUSTODIAN)

Technical resource, managing and providing IT , Operation, Bl support and are associated with specific Meetings Research Implementation
systems, applications, data stores, and technical processes. Their primary objective is to consistently
deliver high quality governed data with context, providing business users with visibility into what data exists 2 2 4

and where it resides and how to access and utilize it.

Capabilities Involved with

1. Perform Data Functions - such as database administration, data standardization rules, data Data Accountability

privacy rules, data quality rules, data dictionary terms and definitions (2 hrs./month) .
2. ldentify Candidate Critical data sources - and Critical Data Elements (1 hr./month) Data Inventory / Holdings \/
3. Active Participation - in data stewardship and data domain meetings (1 hr./month) Data Privacy \/
4. Provide Continued Creation & Awareness - of best practices, which may include data quality, data Si*geSomeoanm \/
sharing, data curation, and data privacy activities (2 hrs./month) . .
5. Participate in cross domain collaboration - to ensure continuity of applications/data that span Data Dictionary, Terms & Definiions \/
data domains (this will likely occur frequently) (2 hrs./month) Data Quality
Communication Strategy

- Bameres

1. Assist Data Stewards, Data Custodians with data related questions, the go to person from IT and Operations.

Facilitate questions and answers to specific technical data functions (i.e., data ingestion, data access, data staging, data movement, data transformation, data
quality...).

Participate in data issue resolutions requiring technology functions

When possible, make intentional efforts to share their data knowledge with others throughout the data community

Work with data privacy legal compliance team to ensure data, processes, and technology functions are obfuscated if/as needed

Provide expertise in technologies used to analyze and manage data assets

N

S

DATA
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PRIVACY / LEGAL

The legal ,compliance and enterprise risk functions will operate at the enterprise level to ensure data Meetings Research Implementation
regulatory risk activities are centralized for oversight. These functions will ensure alignment with
geographical regulatory requirements, and monitor the data risk profile of the organization 1 3 0

1. EnsureData Privacy Risk Management - is established as a business function that aims to identify, assess, Data Accountability

and prepare for scenarios that may introduce data risk to operations and objectives. In addition, this role : \/
will help to ensure a plan is in place to mitigate these risks with internal controls and audits (1 Data Inventory / Holdings v
el _ _ _ _ _ Data Privacy

2. Align Regulatory Rules with Corporate Investment Policy- Implement solution to align geographical data _ \/
regulatory requirements with internal policy and assist in regulatory obligations such as conducting a Single Source of Truth
Data Privacy Assessment, responding to Data Subject Access Requests... (1 hr./month) Data Dict Definil

3. Participate In Data Compliance Oversight Activities — Commence efforts to design processes that ensure Dictioriary/ Terms&
proper oversight of data related communications to ensure alignment with legal and corporate data Data Quality \/

privacy policy (2 hrs./month)
Communication Strategy

I

Leverages expertise and capabilities of compliance functions to reduce data privacy related risk
Define repeatable processes to ensure continuity across regions

Technology allows for greater analysis, identification, and monitoring for data privacy risk
Enable the organizationto be more proactive to potential data privacy issues

Cal O o

DATA
SENTINEL



DATA STEWARD

The Data Steward is an expert on the application, meaning, and history of various data assets, and Meetings Research Implementation
contributes insight and guidance to the Data Governance team regarding their detailed working
knowledge of the data.

3 2 2
Functions: Capabilities Involved with
1. Provide Guidance - in terms of functional and operational data expertise, including specific data Data Accountability \/
creation/origination, consumption, and disposition details (2 hrs./month) :
2. Enable/Facilitate - the free flow of data knowledge throughout the enterprise (1 Data Inventory / Holdings \/
hr./month) Data Privacy v
3. Assist with determining the most critical data elements - and specifics regarding data .
characteristics (1 hr./month) Singe Sourceof Truth v
4. Attend various data stewardship meetings - to contribute their data expertise on an as-needed Data Dicionary/ Terms & Definitions \/
basis (2 hrs./month)
5. Participate in cross domain collaboration - to ensure continuity of applications/data that span Data Quality \/
data domains (this will likely occur often) (1 hr./month)
Communication Strategy v’

I

1. Facilitate questions and answers pertaining to their area of data expertise
2. Recommend and in some cases develop data quality rules/fixes
3. Participate in data quality issue resolution
4. When possible, make intentional efforts to share their data knowledge with Data Domain Custodians, IT, and Data Consumers
5. Help to embed Data Governance practices at the point of access, making it an active and natural part of the work activities
6. Assist with creation of Business Terms/Definitions, Classification, Data Policies/Governance Rules definitions are complete
DATA

SENTINEL



DATA CONSUMER S

An employee/consultant/third party organization or application/system having some level of interaction Meetings Research Implementation
with data in their day-to-day responsibilities either to share or to use or to retrieve the information for
business needs as part of their role within the organization. It is one of the most generic roles.

4 2 2
Functions: Capabilities Involved with
1. Have access to data for operational and analytical needs Data Accountability

2. Ensure data has business value and use only for the purpose for which it is collected

Data Inventory / Holdings
3. Assist in Identifying/rectifying data issues associated with processes and applications y/ g \/
4. Adhere to data guidelines and standards Data Privacy v
Data Consumers can also be value-add consumers that curate and distribute to other downstream SingeSouroeof Truth
consumers
Datta Dictiorary/ Terms & Definiions v/
Data Quality N4
Communication Strategy v

- BewerMs

1. Consumer of the Reports generated - Business Analytics Services
2. An automation using the data to drive processes (Tool and process consuming data without human intervention l.e., auto-adjudication)
3. Report data anomalies via the Data Issue Intake process

DATA
SENTINEL



All [Microsoft] partners noted
that security and privacy concerns
continue to be the primary issue
to [Copilot] adoption

- Karl Kierstead, UBS Research



What is Microsoft Copilot
and how does it work?

What are the risks?

Why are they hard to
solve?

Safely Deploying Copilot



What is Microsoft Copilot?

“The most powerful productivity tool on the planet.”

(¢

==

of data based on user prompts

of data based on user prompts
permissions for data access

-
access governance and lifecycle management/
programs/ processes

Fl

LA content creation shortcut relying on user
permissions for data access

ood-intentioned exploiter of immature data
access governance and lifecycle management
programs/processes

LI Creator of additional risk by providing end user

visibility to data not relevant to job role
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Microsoft’s approach to Al

‘ ‘ security:

User inputs a prompt in an app like Word,
Outlook, or PowerPoint

Microsoft gathers business content based on
Microsoft 365 Copilot their M385 permissions

Prompt is sent to the LLM to create a response
g o:!, PR P >

— - : ) , :
Tj W X T Microsoft performs post-processing responsible
-- Al checks

N\ VARONIS




Microsoft’s Cloud
Permissions Report

Multicloud environments Workload identities accessing
are complex cloud environments are
increasing, now outnumbering
human identities

10:1

After analyzing over

40,000+ 500 " TR
? L permissions to manage found th assedssments'
we found that most identities are
= Most identities are greatly over oS are
. 0 organizations’ critical environments
pel’m |SS|Oned > 5 0% at risk for accidental or malicious
are high-risk permission misuse

= More than half of permissions are

high risk DPP PO B Microsoft Security
= 99% of user permissions are unused PO lesshszgp:t”ﬁlin'tt
PLPLL
PLPLLPL

1% >50% o

A
¢ o ted of identities are super admins,
Of permissions granted are meaning they have access to all

aka.ms/PermissionsManagement

v
actually used permissions and resources g [ JoI J Jo

N\ VARONIS




What does Microsoft say you should do?

The following capabilities from Microsoft Purview strengthen your data secunty and compliance for Microsoft 365 Copilot:

¢ Sensitivity labels and content encrypted by Microsoft Purview Information Protection
* Data classification

e Customer Key

* Communication compliance

e Auditing

* Content search

* eDiscovery

¢ Retention and deletion

¢ Customer Lockbox

Microsoft 365 Copilot uses your existing permissions and policies to deliver the most relevant information, building on top of our existing commitments to

data security and data privacy in the enterprise. This means it is important to have good content management practices in the first place. For many

organizations, content oversharing, and data governance can be a challenge. Content oversharing is when content is shared beyond the needed audience

either intentionally or accidentally. Learn about some of the things your organization can do to detect and prevent oversharing in the new era in content
management and security in SharePoint,_ OneDrive, and Teams, watch this video, and read this article to get details on how to adopt content management

best practices.




Copilot Security
Challenges

Employees have access to far too much data

Sensitive data is often not labeled or mislabeled

Insiders can quickly find and exfiltrate data

Shared links expose data org-wide and publicly

Right-sizing access and enforcing least privilege is impossible to
do manually

Generative Al can create net new sensitive data extremely fast



PHASE 1: BEFORE COPILOT



1. Deploy and Complete Initial Scans

Overall data security posture

v/ Data sensitivity

v Configuration and security
posture

v Access controls and shared links

v Connected third-party apps

Open misconfigurations

v/ Existing labels




2. Add/Fix Purview Sensitivity Labels

+ Automatically identify files that File
are missing or don’t have
accurate labels

Classification results Classification labels

t

+ Automatically identify and fix
misapplied labels

i

PCI

= Automatically identify and fix
files with missing labels

...................

v

CCPA, PII



3. Remediate High Risk Exposure

Sensitive data exposure ® Org-wide @ External

Type

Policy name Remove "Anyone in the

Description . .
P This policy removes coll:

with the link" type.

N

July 15

@D Enabled




5. Enable Downstream DLP

Microsoft 365 compliance L Search

Data Loss Prevention > Create a policy

v Encrypt sensitive data
Choose locations to apply the policy

ored in the locations you choose.

v Preventrisky sharing
v Block attempted exfiltration
v Apply file-level controls

v Enforce residency and retention




PHASE 2: AFTER COPILOT



Ll Immediate pattern detected: user actions resemble
ransomware

Risk Reasons

[10] The alerted user is not the owner of any accessed paths

[10] There have been low number (2) of distinct users which triggered alerts of the same type
in the last 7 days

[10] The user has experienced a surge in OpCodes within the past 24 hours.

[5] Few (2) distinct authentication attempts to the device were made.

[5] The user triggered the Threat Model with a Low frequency (3 alerts in the last 30 days).

[0] The alerted user has not been enabled or disabled during the specified timeframe.
[O] The alerted user is an old user and was created on 2008-11-18 10:22:18.

[0] The alerted user did not generate any new event codes in the last 5 days.

[-5] The Threat Model alert triggering frequency is Medium (13 alerts in the last 30 days).
[-10] The device alert triggering frequency is high (21 Alerts across 30 days).

[0] The Alerted user has not authenticated to any new devices in the 3 days.

[-10] Couldn't detect the ransomware extension

& 15 (Not a Real Threat)




7. Automate Policies for Access Control

- 0O X

Resource: prodl.sharepoint.com v V Revo ke excess ive a CCESS

Permission Removal link es V FiX misconfigu rations
Permission Link type

v Fix labels

Resource Sensitive (incl. subfolders)

v Disable third-party apps

v Data lifecycle

J Org-wide sharing links
h

Execute actions ~/ Data reSIdenCy



Use Copilot Safely with Varonis

= Automatically enforces least privilege by removing
excessive permissions and sharing links

= Automatically fixes incorrect or missing labels - on data
generated by humans or Al

= Ensures downstream controls like encryption and DLP
work without disruption

=  Monitors data and alerts on abnormal behavior




Operational Plan Summary

Before Copilot: After Copilot:

+ Deploy Varonis + Ongoing Monitoring and Alerting

+ Complete Initial Scans + Automate Access Control Policies

+ Add/Fix Data Labels

+ Remediate High-Risk Exposure

™~

3s to Critical Data

erational Plan Summary

stream DLP with Purview

After Copilot:




Varonis enhances your existing stack

What we can replace: What we make better:

= DSPM = Microsoft Security (E5, Purview)
= SSPM =  Endpoint (EDR)

®  Data Discovery & Classification = Perimeter (SASE, CASB, ZTNA)

= Data Access Governance = AppSec (SAST, WAF)

= ldentity Security (ITDR) = Cloud Infra (CWPP, CNAP, CSPM)
®  File & AD Auditing Tools =  SecOps (SIEM, SOAR, XDR)

= UBA = |dentity Management (IAM)

® Insider Risk Management



Connected services

o_ o
& & & 1

Open alerts

Overall data security posture

Sensitive data by exposure

—

Fublic @ Org-wide @ External

Open misconfigurations

How we start:
Free Copilot risk assessment

Enable full platform access Exposed sensitive data,
shared links, rogue admins
Analyze permissions,

. - . . Active Directory & SaaS
identities, configurations

attack paths

Discover & classify data Compliance gaps
Monitor data usage Assign IR team
O Enable activity O Introduce dedicated IR analyst
o0 Enable meaningful, high- O Optimize alerts as-needed
fidelity alerts o Notify you of any suspicious
O Accelerate Investigations activity

N\ VARONIS



ACS]

SECURING NETWORKS

2

THANK YOU - QUESTIONS?
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